YOUR ANALYTIGS

HAVE A BOT
PROBLEM

62-merchant thread, no platform fix yet
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- Massive Chinese Bot Traffic Is Corrupting Shopify Analytics, Ad Attribution, and Paid Tools {Plus Merchants Affected)
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© Topic Summary

g Shopify and Google Analytics, ad attribution, pixels, and paid
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e of apparent bot traffic corruptin
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Read More

Jamie_Grove Shopify Plus
ad to consolidate what is clearly a systemic issue affecting m
deflection and into actual mitigation.

I'm starting this thre any Shopify merchants, including

Shopify Plus stores, and to move the conversation beyond
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WHAT GETS CORRUPTED

@ ATC RATE INFLATED
@ META PIKEL AUDIENGES

@ LOOKALIKE TRRINING
DATA

@ YOUR REAL CVR
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THE BOT-TO-ALGORITHM
FEEDBAGK LOOP

@ Bot visits store
renders JS, fires ATC event

@ Pixel captures it
recorded as real purchase intent

@ Meta trains on it
lookalike audience built on bots

@ CPAs rise
you spend more, loop repeats

Swipe —
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WHERE THE
FIX LIVES

Contents Home » Marketing and promotions

Pixels and customer events

Pixels are JavaScript code snippets that run on your online store, customer accounts pages, or store checkout
and collect and pass behavioral customer data for marketing and analytics.

Pixels can be added to your online store in 2 ways: through app_pixels, which are installed through marketing and
data collection apps, and custom pixels, which can be manually added by a developer in the pixels manager of
your Shopify admin. When possible, choose an app pixel integrated with a third-party service to leverage higher
security and include automatic updates. If there isn't an app pixel available that meets your requirements, then
you can use custom pixels on your store to track customer events. You can install available app pixels from the

Shopify App Store &4 . CUSTOMER EVENTS

Pixels are managed from the Customer events (4 section in your Shopify admin. Customer events are actions
taken by your customers, such as clicking a link or adding a product to the cart, that can help you understand how
your customers are engaging with your business. Third-party services that are integrated with your store use the
customer event data that they collect using pixels to optimize your marketing automations and analytics.

In this section

Pixels overview
App_pixels
Custom pixels

Migrating pixels

& Ask about this article

Settings > Customer events is where your Shopify pixels live
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HOW T0 SPOT IT

@ ATC RATE FAR ABOVE
CVA

& SESSIONS FROM WRONG
COUNTRIES

& EVENT MATCH QUALITY
DROPS

@ JOHN DOE CUSTOMER
ACCOUNTS
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TWO FIXES THAT WORK

@ CLOUDFLARE BOT FIGHT
MODE

& FREE, ONE TOGGLE

@ CONVERSIONS API
SERVER-SIDE

& BOTS CAN'T TRIGGER IT
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THE FIX

GLOUDFLARE BOT FIGHT MODE
IS FREE AND STOPS MOST
BOTS BEFORE THEY FIRE ANY
EVENTS ON YOUR STORE.

THEN SET UP CONVERSIONS
API AT SETTINGS >
CUSTOMER EVENTS.
SERVER-SIDE SIGNALS GAN'T
BE FAKED BY R BOT
BROWSER.

Swipe —
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WANT ThE BOT
AUDIT GHEGKLIST?

COMMENT BOTGLEAN

| send it over. No forms, no spam.

SHOPIFY
s W SELECT
PARTNER

kaspianfuad.com
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